framatome

Cybersecurity Solutions

Manage and Maintain

Reliable, sustainable and independent
cybersecurity solutions for industries.

Challenge

Maintenance of Operational Technologies (OT) to comply with
evolving regulations and ensuring business continuity are
important in any industry. For industries in the critical sector
(such as nuclear, utilities, transportation systems, defense, heavy
process industries) previous requirements combines with Long
Term Operations (LTO) and “system-of-systems” design where
risk mitigation solutions has to explore all security options that
are technically compliant and economically reasonable.

Solution

For over 60 years, Framatome has been designing nuclear power Technical information
plants, manufacturing components, integrating instrumentation

and control systems, and servicing all types of nuclear reactors. “Manage & Maintain” phase of

We understand the unique needs and challenges of critical asset Framatome’s cybersecurity proposal
owners with respect to security of control systems. include the following key aspects:
From our experience in securing, maintaining, and designing * Compliance management

critical assets for the nuclear industry, Framatome and FoxGuard

Solutions offers independent cybersecurity solutions to optimize * Obsolescence management

and protect critical OT infrastructure following local regulations

around the world. * Vulnerability & Patch management
Our approach to asset maintenance and risk mitigation is flexible * Ensuring Business Continuity — Asset
and customizable to our customers’ needs. Whether you are Uptime

trying to bolster your existing cybersecurity plan, or developing

one from the ground-up, we can provide sustainable solutions

fitting budgets and targets.

Customer benefits

* Flexible solutions from asset maintenance and execution to
risk mitigation plan.

* Cybersecurity sovereignty

» Customized Patch Availability Report (PAR)

L. . Manage &
» Safe Patch Acquisition & centralized patch deployment Maintain
platform.
Contact : cyber-services@framatome.com
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